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How to guarantee files encrypted and
transmitted today stay confidential for

years to come.

‘ BY CHI-SUNG LAIH, SHANG-MING JEN, AND CHIA-YU LU

Long-Term
onfidentiality

of PKI

The ubiquitous cryptographic Public Key Infrastructure
(PKI) faces a multitude of privacy-protection risks.

A notable issue is long-term security, which can be
deconstructed into long-term authenticity and long-
term confidentiality. Authenticity has been widely
discussed over the past decade, while confidentiality

has generally been neglected. As the
factorization of RSA advances, there
is increased urgency to refresh the
confidentiality of existing instances of
PKI with longer-duration validity. Un-
fortunately, cryptographers have not
come up with a realistic solution to
the question of how to guarantee long-
term confidentiality, the most chal-
lenging unaddressed open problem
from previous works. In this article,
we formalize the problem by defining

key insights

B Upgrading all PKl instances is systemically
and logistically costly since PKI
structures and scope are so variable.

B We define PFW and quantify long-term
confidentiality to highlight the insecure
period encountered by encrypted files.

B The asymmetric secrecy property is
a practical, software-based low-cost
solution requiring negligible changes
to existing system hardware.

the concept of a Privacy-Free Window
(PFW) where the previously protected
file is now at risk. By taking advantage
of a PKI property called “asymmetric
secrecy,” we give a specific solution ad-
dressing PFW. This method can be fur-
ther developed to extend the originally
defined security duration of some PKIs
and other cryptographic tools. We also
furnish an algorithm to verify existing
protocols and recommend actions for
maintaining security as a PFW occurs.

PKI applications are everywhere
in modern information technology,
including e-commerce, Secure Sock-
ets Layer/Transport Layer Security,
and citizen-to-government and gov-
ernment-to-government applications
(such as those involving tax reporting,
medical insurance, and passports).
However, maintaining PKI security is
increasingly complicated since cryp-
tographic attacks are more sophisti-
cated than ever.
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Long-term security is an important
cryptographic issue, as discussed by
Lenstra and Verheul” and can be de-
vided into long-term authenticity and
long-term confidentiality. Long-term
authenticity focuses on the valida-
tion of digital signatures that ensures
integrity, non-repudiation, and au-
thentication over a period of time.
Long-term confidentiality empha-
sizes privacy protection and securing
a secret over a period of time and was
viewed by Buchmann and Vollmer?
as the most challenging open issue
in PKI security. Most previous work
emphasized authenticity in long-
term security, as discussed in RFC
3126: Electronic Signature Format for
Long-term Electronic Signatures.™
Signatures are usually used to sign
plaintext, so privacy is not the main
concern and can be repackaged to ex-
tend validity. Other research (such as
Buchmann and Vollmer?) focused on
mitigating risk due to advanced com-
puter performance (such as quantum
computing) and modern cryptanaly-
sis technology. Using quantum cryp-
tographic methods (such as Okamoto
et al.'%) or applying multiple crypto-
systems® is usually recommended
against this kind of weakness.

To the best of our knowledge, most
of the work we have just outlined fo-
cused on long-term authenticity rath-
er than on long-term confidentiality,
especially in the realm of PKI. A key
point is that plaintext is disclosed
with the signature, so authenticity
may be addressed after signing. On
the other hand, confidentiality is pro-
tected through a form of ciphertext;
once encrypted data is sent, the origi-
nal participants no longer have con-
trol and should assume that attack-
ers are able to eavesdrop and archive
the encrypted data. Once ciphertext
is communicated, it cannot be re-
called for re-encryption. Its security
depends on adequate measures de-
termined (or guessed) before send-
ing. These are some of the reasons
achieving long-term confidentiality
is more difficult than achieving long-
term authenticity.

Here, we use the RSA public-key
algorithm® to illustrate the risk of un-
intended exposure, since most PKIs
implement RSA to provide security.
PKI faces two main threats: quantum
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PFW is the
insecure period
starting when the
protected file may
be compromised
(due to advancing
cryptanalysis) and
ending with its
planned expiration.
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computation and advancing factoriza-
tion. If and when quantum computa-
tion is achieved, integer factorization
in sub-exponential time will render
RSA obsolete. However, a more press-
ing risk is the factorization progress
of RSA. In August 1999, Cavallar et al.*
factored a 512b (155 decimal digits)
RSA modulus, and in December 2009,
Kleinjung et al.® factored a 768b (232
decimal digits) RSA modulus. Though
factoring a 1,024b RSA modulus is
thousands of times more difficult
than factoring a 768b modulus, it is
expected the 1,024b RSA modulus will
be factored by 2020."* The estimated
data and recommendations concern-
ing the most effective ways to ensure
security of various algorithms can be
found in Lenstra and Verheul,” NIST
FIPS SP800-57, and other works.

For this article, we set aside the
risk from yet unrealized theoretical
quantum methods to focus on solving
factorization challenges facing PKIs
in the near future. An important con-
cept is that the RSA algorithm (based
on factorization) is considered secure
today. The deeper issue is the length
of the keys used in the RSA algorithm.
Most current PKI users utilize RSA
keys less than or equal to 1,024b, with
factoring of this key length expected
by 2020.Using longer public keys may
be a sound solution, but intrinsic to
PKI is infrastructure, and upgrading
an existing infrastructure is more dif-
ficult than creating a software-only
solution. Here, we develop a low-cost
framework for addressing long-term
confidentiality within PKI.

Privacy-Free Window

Legal and business documents have
their own retention requirements and
must be kept secret for a specified pe-
riod. If a file is encrypted by a PKI ex-
change session (or secret) key, the file’s
security depends not only on the ses-
sion key but also on other keys, includ-
ing those used to protect the session
key during the exchange.

Long-term confidentiality of a
file is contingent on ensured secrecy
within the specified retention period
so it remains uncompromised by un-
authorized third parties. The scenario
we explore here involves two partici-
pants who want to transmit a secret
file without a shared key. Each pos-



sesses a public-key pair stored on an
integrated circuit (IC) card issued by
a certificate authority (CA). The par-
ticipant and the CA do not require a
pre-shared key. Since the security of
the file relies on the encrypting ses-
sion key that in turn relies on the se-
curity of the related encrypting public
keys and session keys (used to protect
against disclosure to third parties),
the security of the file and all related
keys are interdependent.

We define PFW as the insecure pe-
riod starting when the protected file
may be compromised (due to advanc-
ing cryptanalysis) and ending with
its planned expiration (see Figure
1). PFW can serve as an indicator for
quantifying long-term confidential-
ity. Based on retention period and
key strength, not all files will exhibit
a PFW. If a PFW exists, then long-term
confidentiality has been compro-
mised; the table here lists several pa-
rameters to illustrate the risks associ-
ated with the PFW.

In Figure 1, the file is encrypted
at the current time ¢, and must be
kept secret until expiration time t, at
the end of retention period. At time
t,, the public keys generated at ¢, are
factored, and the protected file is no
longer safe, since the session keys
protected by the public keys can be
obtained. Even when public keys are
not factored, session keys may be in-
dependently compromised at time
t, through advanced cryptanalysis. If
either event happens before ¢, the
protected file is considered compro-
mised. The PFW for a file under an
associated protocol can formally be
expressed as

min(t,, t;) > t. (broken keys
are not used for encryption)

PFW =[min(t,, t,), t.]

If the signature is in jeopardy, the
responsible entities can easily extend
the validity of the signature through
encapsulation. Standards (such as
RFC3126") are available for encapsu-
lation, but long-term confidentiality
is not well researched. Previously pro-
posed approaches would usually apply
safer cryptographic methods, using
longer encryption keys or shorter re-
tention periods. These measures are
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Figure 1. Privacy-free window.
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viable in software but often fail to ac-
count for hardware limitations.

The concept of session keys in our
scenario is a software issue. A sound
recommendation for long-term secure
communications is proactive selec-
tion of algorithms and keys with ad-
equate security levels suitable for the
entire retention period. For example,
the Advanced Encryption Standard
(AES) with a 128b key and 10-round
encryption is adequate for achieving
confidentiality for at least the next 20
years.! Even stronger AES can provide
more robust protection. This implies
it is trivial to make ¢, > ¢, and is also a
prerequisite for the following discus-
sion. However, algorithms and keys
can be limited by non-software cir-
cumstances. For example, a PKI may
contain millions of IC cards, as in the
case of citizen identification. In this
instance, card renewal involves not
only cost but also logistical concerns
arising from updating or renewing
cards within a reasonable amount of
time. To surmount this problem we
must contend with the bottleneck of
infrastructure, as well as update exist-
ing PKI systems with minimal change.
In the following sections, we propose
a cost-efficient concept to mitigate the
current PFW problem within PKI and
maintain security for longer periods
than originally envisioned.

Asymmetric Secrecy

Property in PKI

PKI users commonly use RSA with
1,024b keys, while CAs commonly
use 2,048b to 4,096b keys for safety
reasons. For example, the Ministry
of the Interior’s Certification Author-
ity of Taiwan (MOICA) uses a CA with
2,048b public/private keypair and ad-
ministers more than 2.48 million us-
ers holding National Identification

x H time
t.(t,) e

Parameters of events and their times.

Time Description

te The time a file is encrypted.

tp The public keys used in
the PKI at time t. are factored
or compromised.

ts The session keys used in the PKI
at time t, are compromised.

te The expiration time of a file.

IC cards with 1,024b public/private
keypair.® The asymmetric secrecy
property manifests in PKI because the
CA usually uses cryptographic param-
eters with higher bit keys than nor-
mal users. This means the user-to-CA
link is much safer than the CA-to-user
link, since the former is protected by
the CA’s public key, whereas the latter
is protected by the user’s public key.
By exploiting this property to employ
a new protocol on the existing infra-
structure, security issues may be miti-
gated without having to renew the en-
tire infrastructure.

Consider the following example
of the PFW utilizing a modified in-
stance of an existing protocol. Kerbe-
ros,® which Burrows et al.? proved was
logically secure for authentication,
assumes pre-shared session keys be-
tween participants (users) and the
server (CA). Our Kerberos analogue
(see Figure 2) presupposes no shared
keys between participants and server,
using instead public keys to provide
equivalent security (proved by Bur-
row’s method?) at the time of encryp-
tion. In this scenario, 4 and B are prin-
cipals, and § is the server. In message
1, key exchange is initiated by 4, who
expresses to S the desire to communi-
cate with B. In message 2, S responds
with amessage encrypted by A4’s public
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key PU, containing a ticket encrypted
by B’s public key PU;, the session key
K., and other temporary parameters.
Principal A then sends the received
ticket to share K,; with B. Finally, B re-
plies to A using a message encrypted
by K.z to complete the key exchange.

Since all participants are able to
generate suitable session keys, as the
software solution assumes in our sce-
nario, all session keys and symmetric
encryption algorithms are adequately
robust and able to achieve long-term
confidentiality required during the
retention period. We also assume en-
crypting time ¢ = 2012 and a reten-
tion period for the encrypted file of 15
years, or t, = 2027.

In this example, the steps pertain-
ing to long-term confidentiality con-
sist of message 2 in which S responds
to A and message 3 in which 4 con-
nects to the requested resource, B. In

message 2, K, is encrypted through
1,024b PU,. According to Kleinjung et
al.,® RSA-1024 may be factored around
2019. If factored as predicted, a PFW
will exist from 2019 to 2027. PU; in
Step 3 suffers from the same problem.
When it occurs, the scheme will not
provide long-term confidentiality.
Figure 3 is our modified protocol
taking advantage of the asymmet-
ric secrecy property inherited from
Kerberos. To ensure the feasibility of
authentication, see the online appen-
dix, where we prove the necessary au-
thenticating behaviors—results (1) to
(4) in the appendix—are maintained.
They are analogous to the original Ker-
beros functions, as outlined by Bur-
rows et al.’ Compared to Kerberos,
our modified protocol involves two
major changes: First, an unnecessary
ticket in message 2 is removed, since
it was redundant in Burrows?®; and sec-

Figure 2. Kerberos analogue (key exchange and authentication example).
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Figure 3. Modified protocol with asymmetric secrecy property.
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ond, we used the asymmetric secrecy
property to exchange new safer ses-
sion keys for server-to-principal links,
originally protected by the principals’
public keys. In our protocol, we define
two new session keys, K,s and Ky, with
exchanges protected by the safe prin-
cipal-to-server links in messages 1 and
3-2. It then uses K,s and Ky to protect
the server-to-principal links in mes-
sages 2 and 3-3.

Since authentication functional-
ities are proved, we now examine con-
fidentiality in our protocol. In message
1 and message 3-2, the public key PUxs
is at 2,048b to 4,096b, adequate for
keeping the session keys secure until
the retention period ends in 2027, ac-
cording to Barker et al.' and Lenstra
and Verheul.” Aside from these steps,
session keys K5, Kzs, and K, are as-
sumed secure since they can be regen-
erated as needed by principals to sat-
isfy their security requirements.

The server in Kerberos can be
viewed as a particular kind of CA. Our
protocol demonstrates how the asym-
metric secrecy property we have de-
scribed here helps some PKIs extend
their lifetimes through a low-cost
method. Ours is primarily software-
based for handling inherent hardware
constraints, allowing use of the stron-
ger cryptographic capabilities of serv-
ers to compensate for unplanned laps-
es in security assurance. If the target
PKI is in a hierarchical structure, the
inference is that the root CA may hold
the longest public/private keypair. The
asymmetric secrecy property may be
extended upward to include higher-
level CAs providing a longer period of
security by virtue of longer keys.

Discussion

Our algorithm (in the appendix) pro-
vides criteria for determining the ex-
istence of the PFW. No matter which
cryptographic method is employed
(such as Elliptic Curve Cryptography
and RSA), the algorithm is always
suitable for evaluating the long-term
confidentiality of a protocol. As long
as the asymmetric secrecy property
holds, the protocol can achieve long-
term confidentiality. With the pro-
posed algorithm, if the PFW does
not exist, the original protocol is
used since the modified protocol is
slightly more complex and there is no



benefit from using the asymmetric
secrecy property.

Messages protected by partici-
pants’ public keys in Figure 2 that were
once secure are rendered insecure by
a PFW. The vulnerability of these en-
crypting public keys is compensated in
Figure 3 by supplemental messages to
reinstate acceptable security using the
asymmetric secrecy property. These
messages consist of communications
between participants and the server to
exchange secure session keys through
the secure channels provided by the
server’s public key.

Along with existing communication
between participant and server, some
of these supplemental messages are
concatenated with existing messages.
For example, the first two messages in
Figure 2 and Figure 3 perform equiva-
lent actions, though the communica-
tion in Figure 3 derives added benefit
from the server’s longer keys. When in-
ter-participant communications require
additional security (such as message
3 in Figure 2, originally protected by
PU,), another two messages (such as
3-2 and 3-3 in Figure 3) must be in-
troduced to achieve the security re-
quirement. Note the functionality of
message 3 in Figure 2 is replaced by
messages 3-1 to 3-3 in Figure 3.

In our key-exchange protocol,
though two extra messages are re-
quired to maintain long-term confi-
dentiality, this added load is required
only when the participants are con-
structing new secure communica-
tions channels when a PFW exists.
The key exchanges are performed only
once per session. This additional over-
head is marginal and should be within
the CA’s capacity. Even if that capacity
is exhausted, additional servers can
scale the service and solve the capac-
ity problem in a centralized manner.

Conclusion

Security of cryptographic algorithms
is the most important element in
network applications concerning
confidentiality and authenticity. All
these network activities are based
on trust due to cryptography. Mod-
ern cryptographic methods provide
robust tools for short-term security,
but how can they guarantee files en-
crypted today are also secure until
their planned expiration date? Many

measures have been proposed in the
literature, but most focus on the sig-
nature rather than privacy and lack re-
alistic considerations. In this article,
we have defined PFW to highlight the
insecure period encountered by an en-
crypted file and quantify its long-term
confidentiality.

PKI is the most common applica-
tion of cryptography but suffers from
a lack of long-term confidentiality.
The article’s most important contri-
bution is to show how to utilize a very
significant property in PKI we call
the asymmetric secrecy property. By
exploiting it, we provide a practical
software-based, low-cost solution re-
quiring little change to existing system
hardware. Our secure modified pro-
tocol gives credence to the proposed
method. An algorithm for evaluating
protocols for key and data exchange is
described in the appendix, along with
two examples requiring different re-
tention periods and related reactions.

Upgrading all instances of PKI is
a systemic issue, since various PKIs
involve different structures and pur-
poses. However, the concept we have
discussed—how to ensure long-term
confidentiality—may help mitigate
PKI shortcomings. Furthermore, the
asymmetric secrecy concept can also
be extended to upgrade existing cryp-
tographic tools (such as Kerberos)
and other protocols. Addressing PFW
through uncomplicated, low-cost so-
lutions is especially appealing today,
ahead of the arrival of quantum com-
puting. In this way, long-term security,
especially involving privacy, can be en-
sured for the near future.
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